
 

 

 

 

 

 

 

 

 

 

 

 

  

 

  

Committee: Disarmament and International Security 

Committee (DISEC) 
 

 

Dear delegates, 

 

My name is Konstantinos Tigkas and I will be one of the DISEC chairs for MSKMUN 

2022. I am 17 years old and attend the 3rd class of the 1st high school of Kifissia. MUN 

has been one of my main interests the last years.  This will be my 8th conference and 3rd 

time chairing. 

 

My name is Dimitris Christoforos Vezirtzyan  and I will be the chair for the Disarmament 

Committee .I am 16 years old and I am student at the 1st Lyceum of Kaisariani. I play for 

Hlisiakos BC as a guard .In my free time I play video games and hang out with my 

friends. 

This will be my first experience as chair in the MSKMUN but I had also been 2 years as 

delegate. If you have any questions about the topic don’t hesitate contacting me 

dimitrisvezirtzyan@gmail.com. I’m really looking forward meeting you. 

 



  COMMITTEE: 

 

Page 2 of 46 
 

Topic: The growth of outer space weaponry 

 

Timeline of events: 

 

August 21, 1957: First intercontinental ballistic missile (ICBM) (modified to be used in 

Sputnik 1) 

 

October 10, 1967: Outer Space Treaty 

 

July 20, 1969: Humans on the Moon  

 

August 19, 1993: Report on PAROS in the DISEC 

 

February 4, 1999: Proposal on DISEC action on Outer 

Space 

 

June 15-16, 2009: Conference “Space Security 2009: Moving 

towards a Safer Space Environment” is held 

 

March 29-30, 2010: United Nations Institute For Disarmament Research (UNIDIR) 

organizes “Space security 2010: From foundations to 

Negotiations” 

 

Term dictionary:  

 

GPS: Global Positioning System 

 

Network-centric systems: Current application of militarization of space. It relies on 

the use of high-speed communications, which allows all soldiers and branches of the 

military to view the battlefield in real-time. 

 

Satellite: any object put intentionally into orbit  

 

Orbit: the gravitationally curved trajectory of an object 
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Space-to-space weapons: space-placed weapons able to only attack other space 

weapons  

 

Earth-to-space weapons: weapons placed on earth, able to attack space weapons 

 

Orbital bombardment: the act of attacking targets on a planet, moon or other 

astronomical object from orbit around the object, rather than from an aircraft, or a 

platform beyond orbit 

 

Outer Space: The physical universe beyond the earth's atmosphere. 

 

Armament: Military weapons and equipment. 

 

Arms Race: The situation of rivalry between two or more countries, with the aim of 

having “more and stronger weapons than each other”. 

 

Militarization of outer space: The term refers to the placement of military equipment 

in outer space, and/ or the use of outer space equipment for military purposes (of 

peaceful nature). Satellites constitute prime examples. 

 

Space Race: The competition between nations regarding achievements in the field of 

space exploration. Mostly refers to the race between the Soviet Union and the United 

States during the Cold War. 

 

Intercontinental Ballistic Missiles (ICBM’s): a guided ballistic missile with a 

minimum range of 5,500 kilometers primarily designed for nuclear weapons delivery 

(delivering one or morevthermonuclear warheads). This type of missiles uses similar 

technology with those used for space exploration missions 
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The number of satellites owned and sent into space by each involved state. 

Additionally, the typical use of them. 

 

 

 
 Basic objects gone into orbit by the US, Russia and China 
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Countries of major involvement:  

The USA and Russia are the two mainly involved countries, however there are others 

whose role is crucial as well. Specifically: 

 

The USA: 

The United States has openly questioned the utility of discussions about armaments 

in space in the context of the United Nations. Both the positive and bad aspects of the 

United States' critical attitude on PAROS (Proposed Prevention of an Arms Race in 

Space) treaty should be considered. 

Firstly, it creates doubt on the UN’s failures on the problem and how future 

negotiations can be improved in order to create meaningful outcomes. Also, the 

United States' attitude prevents any credible debate of space issues. While the United 

States continues to attack the UN's position in PAROS, the negotiations itself lose 

credibility. 

 

Russian Federation:  

Russia has also been extremely active collaborating primarily with China. CD/1710 in 

2003 and cooperation with China were two key Russian moves aimed at preventing 

an arms race in space. "Possible features of a future international legal document on 

the prevention of weapons deployment in outer space, the threat or use of force 

against outer space objects," is mentioned in China’s  CD/1679 

 

India: 

India achieved significant scientific and organizational steps toward developing a 

globally competitive space warfare capability in 2019. In March 2019, India 

successfully executed an anti-satellite test. In terms of fielding a practical anti-satellite 

capability, the test positioned India among China, Russia, and the United States. 

India created two new space bureaucracies in 2019, the Defense Space Research 

Organization (DSRO) and the Defense Space Agency (DSA) (DSA). 

The former is a research body dedicated to accelerating the development of civilian 

space technology for military applications, while the latter serves in a similar capacity 

to a combatant command in the United States, bringing together space assets from 

many countries. 

 

People’s Republic of China: 
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Over the last decade, China has been a very active participant in the DISEC. The 

Chinese delegation's proposals for PAROS frequently deal with the legal aspects of 

outer space. The country has also lobbied for the strengthening of the Disarmament 

Conference, specifically to avert an arms race in space. 

 

Canada:  

Canada’s goal seems to be the prevention of further weaponry in outer space. As a 

result there are many initiatives proposed by Canada such as “Transparency and 

confidence building measures in outer space” 

 

Japan: 

Compared to the United States, China and Russia, Japan is still inhibited by domestic 

constraints when it comes to military-related affairs, and thus the use of space for 

security purposes. But, although Japan’s space program is today almost purely non-

offensive in nature, the intra-alliance hedging strategy implies a potential 

militarization of space, beyond the non-offensive principle. 

 

United Kingdom: 

The United Kingdom’s Permanent Representative to the U.N.’s Conference on 

Disarmament Aidan Liddle said Oct. 6 that the U.K. plans to introduce a resolution in 

the current session to form a working group to study how to prevent “an arms race in 

outer space.” The U.N., he told the General Assembly’s First Committee, “must look 

broadly at the behaviors, actions, and omissions that could lead to conflict, not only at 

capabilities or placement of weapons.” 
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The top satellite owners as well as the goal they are called to accomplish. 
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India as a launcher of foreign satellites as well as their owners 

 

 

Background information:  

 

 Humans have been curious about space since the ancient times. In World War II many 

countries started experimenting with rockets and sending objects to space. The USSR 

was the first state to ever send a satellite in space, in 1957.   

 

Project A119 was then designed. According to this, the US were planning to explode 

a bomb on the moon.  

At the same time, The USSR set up space stations, able to shoot missiles to space 

(Almaz project)  

 

During the Cold War the two superpowers spent large proportions of their GDP on 

developing such military technologies. The “space race” had started. 

Prior to the adoption of the Treaty on the Principles Governing the Activities of States 

in the Exploration and Use of Outer Space, including the Moon and Other Celestial 

Bodies (1967; Outer Space Treaty [OST]), the use of outer space2 was subject to general 
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international law. Members of the United Nations (UN) were bound by the terms of 

its charter (Cheng, 1997, p. 513; Waldrop, 2004b, p. 329 at 339) These laws continue to 

apply among members of the UN but are modified for those states that are parties to 

the OST. General international law and the Charter of the United Nations are a central 

part of the corpus juris spatialis along with the OST, which provides States Parties to 

the Treaty shall carry on activities in the exploration and use of outer space, including 

the Moon and other celestial bodies, in accordance with international law, including 

the Charter of the United Nations, in the interest of maintaining international peace 

and security and promoting international cooperation and understanding (OST, 

Article III). 

 

It is clear that the OST recognizes that human activity in space does not take place in 

a legal void “for which every rule has to be newly fashioned.” It has always been 

subject to general international law (Cheng, 1997, p. 526; see also Cheng, 1994). 

 

In considering what laws apply to weapons in space, we must first review relevant 

general international law before considering any specific legal restrictions or 

relaxations resulting from treaties or other international laws. States are sovereign; 

they have their own lawmakers and law-enforcement officers. Therefore, at the 

international level they cannot be bound by “some fiat from on high.” Their actions 

can only be made unlawful by the consent of the States concerned in the form of 

treaties or by the concurrence of the generality of States, including the dominant 

section of international society, in the form of general international law or what is 

traditionally called customary international law. This applies to the banning or 

limitation of weapons in outer space no less than to any other matter. 

 

In the absence of any prohibition or limitation on the military use of outer space, or 

placement of weapons in outer space under general international law, it is necessary 

to consider whether any such restrictions exist under the specific laws governing outer 

space. International law relating to weapons and warfare do impose limitations on the 

nature of weapons and military actions under humanitarian, environmental, and 

other laws (see Boothby, 2017, p. 179). 

 

A consistent theme that ran through international pronouncements on the use of outer 

space from the earliest days was that it should be peaceful. Apart from UN General 

Assembly Resolutions, all referring to peaceful uses of outer space, the committee 

formed by the UN in 1958 to deal with space matters is named the Committee on 
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Peaceful Uses of Outer Space (COPUOS). However, there has been long-standing 

debate about the meaning of peaceful in this context. Furthermore, the main 

instrument of space law, the OST, does not extend its application to all activities in 

outer space to require that they be peaceful. 

 

Three treaties are relevant to the issues of weapons in space. The OST is a set of 

principles and is very widely ratified. The Agreement Concerning the Activities of 

States on the Moon and Other Celestial Bodies (1979; Moon Agreement). Moon 

Agreement makes certain specific provisions expanding on the OST dealing with 

celestial bodies. The Liability Convention addresses liability arising from activities in 

space. Each is only binding on states parties, that is, the states that have ratified them. 

Militarization, or the use of outer space for military purposes has occurred since the 

inception of human activity in space. Soon after the end of the Second World War the 

United States and the Soviet Union embarked on development of military satellites. 

Both launched reconnaissance satellites early in the 1960s. The U.S. Corona satellites 

and the Soviet Union’s Zenit satellites date to the 1950s and were early examples of 

military recognizance satellites. The U.S. satellite program’s initial system, GAMBIT 

1, first launched in 1963 carrying a KH-7 camera system that included a 77-inch focal 

length camera (see Guillemette, 2011). 

 

Space systems used for military purposes include reconnaissance, meteorological, 

communication, and navigation satellites and ballistic missile defense and ASAT 

weapons; 

 

The primary focus of the two space-active states was military, with military satellite 

launches accounting for three-quarters of the total during the Cold War (Aoki, 2017, 

p. 197). Due mainly to increasing commercial satellites, the percentage of exclusively 

military satellites has decreased, although military use of space has not. Many dual-

use satellites are used by the military and carry military payloads (see Khan, 2017). 

Following a series of UN General Assembly resolutions21 requesting the Conference 

on Disarmament (CD) to do so, the CD formed the ad hoc Committee on Prevention 

of an Arms Race in Outer Space in 1985. It aimed to negotiate and conclude one or 

more agreements to prevent an arms race in all its aspects in outer space (Nuclear 

Threat Initiative, 2017). The program of work of this ad hoc committee was formally 

accepted at the second session in 1986 and maintained until 1994, the last year the ad 

hoc committee convened. Subsequently, discussions have been conducted in the 
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plenary and informal plenary meetings under the agenda item “Prevention of an 

Arms Race in Outer Space” (Waldrop, 2004b, p. 329). 

In 2002 Russia and China jointly submitted to the CD a Proposal for a Treaty to Prevent 

the Deployment of Weapons in Outer Space, the Threat or Use of Force Against Outer 

Space Objects (PPWT; Working Paper Presented by the Delegations of China, Russia, 

Vietnam, Indonesia, Belarus, Zimbabwe and Syria, 2002). It was aimed at banning 

certain behavior rather than weapons in space. An updated and more detailed Draft 

Treaty on PPWT was submitted by Russia and China in 2008 (Second PPWT; Draft 

Treaty Presented by the Delegations of China and Russia, 2008). 

 

The third and most recent Draft PPWT was submitted by Russia and China in 2014 

(Third PPWT; Draft Treaty presented by the Delegations of China and Russia, 2014). 

The United States opposed the Draft PPWT on a number of grounds, including the 

absence of any means of compliance verification, its scope, and the omission to 

address ASATs, regarded as the most pressing issue by the United States.22 In their 

response23 Russia and China indicated the proposed PPWT was not intended to 

address specific weapons and pointed to the OST in relation to lack of verification 

mechanism. 

 

The third Draft PPWT forbids states parties from: 

 

(i) Placing any weapons in outer space; 

 

(ii) Resorting to the threat or use of force against “outer space objects” of states 

parties to the PPWT; 

 

(iii) Engaging in outer space activities inconsistent with the objects and 

purposes of the PPWT; and 

 

(iv) Assisting or inducing other states and international governmental 

organizations as well as nongovernmental organizations and entities to 

participate in activities inconsistent with the objects and purposes of the 

PPWT (Article II). 

 

By a resolution of the UN General Assembly (2017b), a new Group of Government 

Experts (GGE) was to be established to review the third PPWT Draft and to issue 

recommendations on the creation of a legally binding treaty for the prevention of an 
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arms race in space and of the placement of weapons in outer space (Ministry of 

Foreign Affairs of the Russian Federation, 2017). The Resolution was opposed by, 

among others, the United States and the United Kingdom, for similar reasons as the 

U.S. opposition to the Third Draft PPWT (United States Mission to the United Nations, 

2017). 

 

It remains to be seen whether the matter can be resolved once the new GGE has 

reported. The focus appears to be on creating a series of measures to achieve 

transparency and confidence (TCBM) among nations. 

 

Previous attempts to resolve this issue:  

 

In 1959, the UN General Assembly established the Committee on the Peaceful Uses of 

Outer Space (COPUOS) in Resolution 1472 (XIV). This committee identified areas for 

international cooperation in the peaceful uses of outer space, devised programs to be 

undertaken by the United Nation and encouraged researches 

 

 After the signing of the Outer Space treaty in 1967, a legal framework was created 

which would later lead to the basis of the international space law.  

 

In 1993 more actions were taken by the United Nations, under the umbrella of the 

Disarmament Committee, created in 1979. 

 

PAROS has led to numerous discussions on the issue due to its promoting the peaceful 

use of space. 

 

At its most recent meeting the First Committee (Disarmament and International 

Security) of the UN General Assembly (2017a) approved six draft resolutions, 

including one on a legally binding instrument on the prevention of an arms race in 

outer space. 

 

The committee approved the draft resolution “Further Practical Measures for the 

Prevention of an Arms Race in Outer Space” (UN General Assembly, 2017b) by a 

recorded vote of 121 in favor to 5 against (France, Israel, Ukraine, United Kingdom, 

and United States), with 45 abstentions. By the terms of that text, the General 

Assembly would urge the Conference on Disarmament to agree on a balanced 

program of work that included the immediate commencement of negotiations on an 
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international legally binding instrument on the prevention of an arms race in outer 

space. 

 

The committee also approved three other draft resolutions related to disarmament 

aspects of outer space, including one on TCBM in outer space activities.30 By a 

recorded vote of 175 in favor to none against, with 2 abstentions (Israel and United 

States), it approved the draft resolution “Prevention of an Arms Race in Outer 

Space.”31 By its terms, the assembly would call upon all states, in particular those 

with major space capabilities, to refrain from actions contrary to that goal and to 

contribute actively to the objective of the peaceful use of outer space (UN General 

Assembly, 2017a). 

 

Although encouraging to those advocating weapon-free space, the UN General 

Assembly has passed resolutions of this kind many times over the years. It remains to 

be seen whether these will be formalized in binding documents. 

 

Despite any attempts to tackle the issue, it seems to be growing. Thus it is up to the 

DISEC to propose more effective resolutions. 

 

The problem, oversimplified:  

 

Defensive in its first decades, the use of space for military purposes has now become 

offensive. 

  

It involves the placement and development of weaponry and military technology in 

outer space, by powerful countries, aiming mainly to their defense quality. 

 

 The militarization of space would inevitably increase the chances of war, and also 

threaten the industries that rely on space to carry out their daily operations. Without 

treaties and resolutions to regulate and limit armament in space, the international 

community risks facing extreme consequences. 

 

Possible solutions:  

 

• Should the solution focus on cooperation or individual actions of the UN 

members? 

• Which is the USA’s and Russia’s role? 
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• Could the media help tackling the issue? 

• Is the EU and the NATO involved in any way? 

• Is science and technology a significant factor? 

• What is the crucial legislation needed? 

 

 

Treaties on the matter: 

 

Outer Space Treaty-10 October 1967 

 

The Rescue Agreement-3 December 1968 

 

Liability Convention-1 September 1972- 

 

Registration Convention-15 September 1976 

 

Moon Agreement-11 July 1984. 
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Topic: The use of Unmanned Aerial Vehicles 

 

Timeline of events: 

• Austrian incendiary balloon attack on Venice 

The earliest recorded use of an unmanned aerial vehicle for warfighting occurred in 

July 1849, serving as a balloon carrier (the precursor to the aircraft carrier) is the first 

offensive use of air power in naval aviation. Austrian forces besieging Venice 

attempted to float some 200 incendiary balloons each carrying a 24- to 30-pound bomb 

that was to be dropped from the balloon with a time fuse over the besieged city. 

• World War I 

The first pilotless aircraft were built during World War I. From a suggestion that A. 

M. Low’s expertise in early television and radio technology be used to develop a 

remotely controlled pilotless aircraft to attack the Zeppelins a remarkable succession 

of British drone weapons in 1917 and 1918 evolved. Also, the Dayton-Wright Airplane 

Company invented a pilotless aerial torpedo that would explode at a preset time in 

battlefield.  

• World War II 

 In 1940 Denny started the Radioplane Company and more models emerged 

during World War II – used both to train antiaircraft gunners and to fly attack 

missions. Nazi Germany produced and used various UAV aircraft during the war, 

like the Argus As 292 and the V-1 flying bomb with a jet engine. 

• Post war 

In 1959-1973, many countries such as US, China, USSR, concerned about losing pilots 

over hostile territory, began planning for the use of uncrewed aircraft. That is where 

it started the serious development of Unmanned Aerial vehicle. 

• Nagorno-Karabakh’s war 

UAVs were operationally integrated with fires from manned aircraft and land-based 

artillery but also frequently used their own ordinance to destroy various high-value 

Armenian military assets. Open-source reporting suggests that drones contributed to 

disabling a huge number of Armenian tanks, fighting vehicles, artillery units, and air 

defenses. Their penetration of Nagorno-Karabakh’s deep rear also weakened 

Armenian supply lines and logistics, facilitating later Azerbaijani success in battle. 
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Azerbaijan used armed drones to gain a major advantage over Armenia in recent 

fighting for control of the Nagorno-Karabakh region.  

• Ιsrael  

Just last month, the Israel Defense Forces reportedly used drones to drop tear gas on 

protesters in the occupied West Bank, while Hamas launched loitering munitions — 

so-called kamikaze drones — into Israel. 

• Libya 

What's new about the incident in Libya, if confirmed, is that the drone that was used 

had the capacity to operate autonomously, which means there is no human controlling 

it, essentially a "killer robot," formerly the stuff of science fiction. 

Term dictionary:  

DRONE: The term drone has been used from the early days of aviation, being applied 

to remotely flown target aircraft used for practice firing of a battleship's guns 

UNMANNED AIRCRAFT SYSTEM: This term emphasizes the importance of 

elements other than the aircraft. It includes elements such as ground control stations, 

data links and other support equipment. A similar term is an unmanned-aircraft 

vehicle system (UAVS), remotely piloted aerial vehicle (RPAV), remotely piloted 

aircraft system (RPAS). 

G7* the Group of Seven (G7) is an inter-governmental political forum consisting 

of Canada, France, Germany, Italy, Japan, the United Kingdom and the United States. Its 

members are the world's largest IMF advanced economies and wealthiest liberal democracies. The 

group is officially organized around shared values of pluralism and representative government. 

 

Countries of major involvement:  

 

Africa 

As of 2015, no African country has used weaponized drones. However, African states 

have been the target of drone use by others (both for surveillance and armed attacks) 

and therefore many of these countries may be concerned with issues pertaining to 

state sovereignty. Another great concern is human rights, because drones have at 

times killed civilians and have damaged states’ infrastructure. 

Asia-Pacific 

With China being the only state in Asia that has weaponized drones, it certainly 

believes that it has a right to use drones in self-defense. Other states in Asia – many of 

which have territorial conflicts with China – are weary of violations of sovereignty 

https://www.washingtonpost.com/world/europe/nagorno-karabkah-drones-azerbaijan-aremenia/2020/11/11/441bcbd2-193d-11eb-8bda-814ca56e138b_story.html
https://www.haaretz.com/israel-news/.premium-israeli-police-using-drones-to-drop-tear-gas-on-palestinian-demonstrators-1.9752997
https://www.forbes.com/sites/davidhambling/2021/05/14/hamas-throws-kamikaze-drones-into-attacks-on-israel-claims-hit-on-chemical-plant/?sh=59bbf3c01088
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and may look to find ways to ensure that their sovereignty is not infringed upon. 

However, some Asian states besides China 

are looking to develop their own drone capabilities including Japan and some 

Southeast Asian states 

Eastern European 

Currently, only Russia has drone capability for surveillance in this region. However, 

it is developing the technology needed for weaponized drones. Because of this, Russia 

may not support any resolution that would constrict Russia’s use of drones. However, 

it has been critical of Western states use of drones claiming that they have violated 

state sovereignty using drones. Other Eastern European countries are seeking stricter 

restrictions on the use of drones. This is because they are concerned of Russia’s recent 

actions with Ukraine, and fear that weaponized drones can only put their state in more 

danger.  

Latin America/Caribbean 

Many Latin American and Caribbean states have terrible histories of human rights 

violations, and thus this issue is likely of great concern in the debate over the use of 

drones. None of these countries have weaponized drones or are seeking to develop 

them. Therefore, they have a higher interest in protecting civilians and state 

sovereignty and may discount arguments of self-defense made by other states like the 

United States. 

Western European and Other Groups 

While staunch supporters of human rights generally, many states in this bloc have 

recently stressed self-defense more than human rights concerns or state sovereignty 

with regard to the use of drones. This is largely driven by the threat of terrorism. Both 

the U.K. and U.S. have weaponized drones and will likely only look to increase their 

use in the future. 

 

Background information:  

 An unmanned aerial vehicle (UAV), commonly known as a drone, is 

an aircraft without any human pilot, crew or passengers on board. UAVs are a 

component of an unmanned aircraft system (UAS) which include additionally a 

ground-based controller and a system of communications with the UAV. The flight of 

UAVs may operate under remote control by a human operator, as remotely piloted 

aircraft (RPA), or with various degrees of autonomy such as autopilot assistance, up 

to fully autonomous aircraft that have no provision for human intervention. 
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Drone technology has been used by defense organizations and tech-savvy consumers 

for quite some time. However, the benefits of this technology extend well beyond just 

these sectors. 

With the rising accessibility of drones, many of the most dangerous and high-paying 

jobs within the commercial sector are ripe for displacement by drone technology. The 

use cases for safe, cost-effective solutions range from data collection to delivery. And 

as autonomy and collision-avoidance technologies improve, so too will drones’ ability 

to perform increasingly complex tasks. 

The emerging global market for business services using drones is valued at over 

$127B, according to PwC. And as more corporations look to capitalize on these 

commercial opportunities, investment into the drone space has grown. 

A drone or a UAV (unmanned aerial vehicle) typically refers to a pilotless aircraft that 

operates through a combination of technologies, including computer vision, artificial 

intelligence, object avoidance tech, and others. But drones can also be ground or sea 

vehicles that operate autonomously. 

Below, we look at the ways that a wide range of companies are harnessing drone 

technology for commercial purposes across industries. 

1. DEFENSE 

 

While military drones have been used for over a decade (the Predator UAV is among 

the most well known), smaller, portable drones are now being used by ground forces 

on a regular basis. 

Military spending for this technology is expected to grow as an overall percentage of 

military budgets, providing an opportunity for specialized drone manufacturers and 

software developers. Since 2014, US military spending on drone technology has 

increased from just over $4B to about $9B annually, according to the Center for the 

https://www.cbinsights.com/research/report/corporations-drone-technology/
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Study of the Drone at Bard College. It estimates that 95 countries around the world 

already possess some form of military drone technology, up from just 60 about 10 

years ago. 

Many of the drones are being designed exclusively for surveillance, but others for 

offensive operations. Prox Dynamics, a military grade UAV manufacturer acquired 

by FLIR Systems in Q4’16, offers one of the many reconnaissance UAVs used by 

militaries around the world, including the US Marines, the British Army, the 

Australian Army, and Norway’s Armed Forces. 

In addition to the use of new aerial technologies, militaries continue to use unmanned 

ground vehicles, or UGVs, to lead tactical initiatives. Startup Clearpath 

Robotics manufactures both UAVs and unmanned ground vehicles UGVs and lists 

the US Department of Defense, the US Army, and the US Navy as clients. 

2. EMERGENCY RESPONSE 

 

Innovations in camera technology have had a significant impact on the growing use 

of drones. UAVs outfitted with thermal imaging cameras have provided emergency 

response teams with an ideal solution for identifying victims who are difficult to spot 

with the naked eye. 

In 2017, Land Rover partnered with the Austrian Red Cross to design a special 

operations vehicle with a roof-mounted, thermal imaging drone. The vehicle includes 

an integrated landing system, which allows the drone to securely land atop the vehicle 

while in motion. This custom Land Rover Discovery, dubbed “Project Hero,” hopes 

to save lives by speeding up response times. 

Last year, drone manufacturer DJI launched an emergency response program that 

gives first responders access to some of the company’s drones and peripherals, as well 

https://www.cbinsights.com/company/prox-dynamics
https://www.cbinsights.com/company/clearpath-robotics
https://www.cbinsights.com/company/clearpath-robotics
https://www.cbinsights.com/company/dji
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as technical support and assistance. So far, DJI has partnered with fire departments in 

Los Angeles and Menlo Park, plus the Alameda County Sheriff’s Office. 

Additionally, Delft University of Technology has tested an ambulance drone that 

could deliver defibrillators on demand. By extending existing emergency 

infrastructure, drones may be able to dramatically increase survival rates in both rural 

and urban areas around the world. 

3. HUMANITARIAN AID & DISASTER RELIEF 

 

 

In addition to emergency response, drones have proved useful during times of natural 

disaster. In the aftermath of hurricanes and earthquakes, UAVs have been used to 

assess damage, locate victims, and deliver aid. And in certain circumstances, they are 

helping to prevent disasters altogether. In 2017, drones were used to help restore 

power to areas damaged by Hurricane Harvey, as well as survey damage to flooded 

areas and assist in search and rescue efforts. 

To help monitor and combat forest fires, surveillance drones outfitted with thermal 

imaging cameras are being deployed to detect abnormal forest temperatures. By doing 

so, teams are able to identify areas most prone to forest fires or identify fires just 

minutes after they begin. Demand for this kind of technology is growing. In 2019, the 

Department of Defense made an official request for drones that can be deployed 

during a natural disaster to distribute food and water to affected areas. 
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5. WEATHER FORECASTING 

 

Scientists are leveraging new forms of hardware and software for data collection to 

help study the climate and better predict future changes to global weather systems. 

Today, most data is collected through stationary structures or captured with 

geospatial imaging solutions. Drones, however, offer a versatile option that can 

physically follow weather patterns as they develop. 

In addition to aerial vehicles, water-based unmanned surface vehicles (USVs) are 

changing the way data is gathered. Saildrone has developed an autonomous sailboat 

that collects oceanic and atmospheric data from the ocean surface. 

A Saildrones pilot project, being run in collaboration with the University of 

Washington Atmospheric Scientists, is now active off the West Coast near the Bay 

Area. As part of the research, 6 of the company’s drones are autonomously collecting 

data off the shore. The scientists behind the project hope that the data collected by the 

drones will help make weather forecasts more accurate. 

 

6. MARITIME 

 

https://www.cbinsights.com/company/saildrone
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Navigating oceans and ports requires an immense amount of expertise and labor from 

the estimated 1.65M people serving on international merchant ships today. But with 

increasing amounts of oceanic data and innovations in autonomy, unmanned marine 

vehicles could become the standard for maritime shipping. Rolls-Royce has already 

completed a number of trials with unmanned vessels controlled remotely. 

Inspecting ships is also an important part of the industry. While Rolls-Royce plans to 

use smaller UAVs to help inspect ships above the surface, startup Orobotix has 

designed an underwater drone used to inspect hulls from below. 

Drones are already being used in countries like the Netherlands, Denmark, and 

Norway to find ships committing emissions infractions. The unmanned vehicles can 

travel miles out from port to detect emissions and identify offenders. 

9. TELECOMMUNICATIONS 

 

Telecommunication towers also are inspected frequently to ensure service reliability. 

In the aftermath of Hurricane Harvey in 2017, AT&T and Verizon launched drones in 

Houston, Texas to inspect their towers — a process that would have been too 

dangerous and time-consuming to do manually. These drones were able to quickly 

assess damage to help guide repair teams in restoring service. In many cases, service 

was brought back in hours rather than days. Skyward, an inspection drone company 

purchased by Verizon in Q1’17, provides a drone-as-a-service software platform that 

helps commercial drone operators in a variety of industries. 

https://www.cbinsights.com/company/orobotix
https://www.cbinsights.com/company/rising-tide-innovations
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10. INTERNET 

 

With the world’s largest tech firms vying for our time and attention, the need for 

global internet access is becoming more and more central to business models. 

Facebook experimented with a solar-powered drone called Aquila, which was 

envisioned as helping to provide internet access to rural parts of the world. The Aquila 

drone was touted as a core component of Facebook’s push to increase internet access 

around the world before work on it was halted in mid-2018 when the social media 

giant decided to use third-party drones instead. 

Google initially acquired solar-powered drone company Titan Aerospace to 

provide UAV-powered internet (similar to Aquila), but the venture proved 

challenging. It has since pivoted toward a weather balloon-like design called Project 

Loon that aims to provide internet access from the stratosphere. SoftBank, in 

collaboration with the drone manufacturer AeroVironment, has its own plans to 

develop drones that will operate in the stratosphere to serve as “floating cell towers” 

to provide internet service to customers. 

13. JOURNALISM AND NEWS COVERAGE 

 

https://www.cbinsights.com/company/titan-aerospace
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Since FAA rules changed to allow journalists to use drones in news gathering, the 

Sacramento-based McClatchly, which runs local media brands across the US, has 

trained over 50 staff to use drones. 

CNN has an extensive drone program called CNN Air. The network reports flying 

hundreds of missions in more than 20 countries. Footage collected by its drone fleet 

contributes to CNN’s core news report, its Great Big Story initiative (dedicated to 

creating micro documentaries and short films), and other projects for Turner and Time 

Warner. 

With drones, the crew can collect footage that would be difficult to get otherwise due 

to safety issues, high costs, or physical barriers. CNN’s senior director of national 

news technology and aerial imagery & reporting Greg Agvent explains that drones 

allow the teams to “capture things that you simply cannot capture from a helicopter, 

which would create that much more noise and cost you that much more money.” 

14. SPACE 

 

NASA announced in May 2018 that a drone-like helicopter would be used in the Mars 

2020 mission to help look for signs of life on Mars. The helicopter will serve as a scout 

for the rover, gathering data about the planet’s terrain and surveying areas the rover 

cannot reach. 

The space agency is planning another drone mission, this time to Titan — one of 

Saturn’s moons. The drone is not what would be typically found on Earth. With the 

mission expected to cost around $1B, the drone will be nuclear-powered and about 

the size of a small, compact car. Projected to arrive on Titan by 2034, it will 

autonomously traverse the planet for a period of about 2 years, taking photos and 

sending data back for analysis. 
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15. SECURITY 

 

Security companies are using drones to provide more comprehensive surveillance 

systems for industrial, commercial, and residential properties. 

One company, Nightingale Security, enables clients to establish repeatable pathways 

that the drones can travel daily, monitoring key security areas. The same service 

deploys drones with live streaming capabilities immediately after an alarm is 

triggered, allowing the security team and clients to obtain key footage of a potential 

breach. Sunflower Labs is working on an autonomous drone system that would 

scan for suspicious activity, alert homeowners of potential situations, and, if 

necessary, provide data to help file a police report. 

16. CONSERVATION 

 

Poaching and climate change have a dramatic impact on the health of wildlife 

worldwide. Thousands of species are estimated to go extinct each year, according to 

the World Wildlife Fund. To help combat this trend, conservationists are adopting 

https://www.cbinsights.com/company/sunflower-labs
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innovative methods to protect and study our global ecosystems. In combination with 

geospatial imagery, drones are now used to monitor and track animals. 

A team at Liverpool John Moores University’s School of Natural Sciences is building 

an autonomous drone system that can follow endangered species and transmit 

information about their well-being back to researchers. DJI has worked within the 

conservation space, offering drone services to help teams to conduct research without 

disturbing natural habitats. The Ocean Alliance is an example of an organization that 

has used drones (such as the marine SnotBot) to collect samples — specifically, mucus 

from whales. In addition to facilitating research on ecosystems, drones can also allow 

conservationists to combat poachers. 

17. DISEASE CONTROL 

 

Tracking animals also allows researchers to track disease. Drones with thermal 

imaging cameras have been used by the London School of Hygiene and Tropical 

Medicine to track macaque movements in the province of Palawan in the Philippines 

— a region where malaria is an active threat. The ability to follow these animals 

provided further insight into the possible movement of infectious disease and its 

jumps from animals to humans. In a similar vein, Microsoft is leveraging drone 

technology to capture and test mosquitoes for infectious disease. Ideally, this 

intelligence could be used to protect residents, and in the future could help prevent 

epidemics before they begin. 

Another illness being combated with the help of drones is schistosomiasis, a tropical 

disease caused by parasitic worms. A team of researchers made up of scientists from 

the University of Washington and Stanford pioneered an experimental method for 

tracking the spread of and predicting transmissions of schistosomiasis. Instead of 
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using animals, the team’s approach uses drone and satellite imagery to track the 

presence of “unrooted, floating vegetation” where the snails that transmit the disease 

make their habitats — finding these sites through drone imagery lets those researchers 

know what areas are at higher risk for schistosomiasis infections. 

 

Previous attempts to resolve this issue:  

Security Council resolution 1540 (2004)  

In resolution 1540 (2004), the Security Council affirmed that the proliferation of, inter 

alia, unmanned systems capable of delivering nuclear, chemical or biological weapons 

and specially designed for such use constitutes a threat to international peace and 

security. In the context of the resolution, unmanned systems are an integral 

component of the definition for “means of delivery” of nuclear, chemical and 

biological weapons, together with missiles and rockets. Unmanned systems also form 

an integral part of the definition of “related materials”, which includes materials, 

equipment and technology covered by relevant multilateral treaties and 

arrangements, or included in national control lists, which could be used for the design, 

development, production or use of nuclear, chemical and biological weapons and their 

means of delivery. 

 The restrictions on UAVs contained in resolution 1540 (2004) are narrow as they apply 

only to unmanned systems specifically designed to be used as delivery platforms for 

nuclear, chemical and biological weapons. This restrictive definition may not be 

sufficient to guard against a non-State actor adapting a UAV designed for some other 

purpose for use to deliver weapons of mass destruction.  

Missile Technology Control Regime  

The purpose of the Missile Technology Control Regime (MTCR, 1987) is to limit the 

proliferation of rockets and UAVs capable of delivering weapons of mass destruction. 

Under category I, the guidelines apply to complete UAVs, including cruise missile 

systems, target drones and reconnaissance drones, if they are capable of delivering at 

least a 500 kg payload to a range of at least 300 km. Other such systems, including 

cruise missile systems, target drones and reconnaissance drones, are listed under 

category II if they are capable of a range equal to or greater than 300 km; or if they 

incorporate an aerosol dispensing system/mechanism with a capacity greater than 20 

litres, or are designed or modified to incorporate such a dispensing system. 
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The problem, oversimplified:  

What is important to observe about armed UAVs is that their introduction has not 

only come as a replacement or upgrade of older military technology, but also as an 

enabler for novel military missions and capabilities. As these technologies, until the 

present time, have been enjoyed by only a small number of the most technically 

sophisticated State actors for use in predominantly asymmetric situations, the 

implications have been “limited” to the circumstances surrounding specific incidents 

of use and the impact on civilians. However, the inevitable diffusion of UAVs and 

their associated technologies could have increasingly grave implications for 

international peace and security, especially as the ways in which they should relate to 

fundamental legal principles, particularly concerning jus ad bellum and jus in bello, 

remain unsettled or disputed. 

 

Possible solutions:  

 

• Why drones are so important? 

• Should the UN seek to strengthen the norm of sovereignty and punish those 

states that violate other states’ sovereignty with drones? 

• If drones are going to be used in armed conflict, what can be done to lower 

civilian casualties?  

• Should UAV’s be registered and operate without confidential agreements? 

• Should UAV’s be used without identification and clarification of their systems? 

Treaties on the matter: 

In addressing the use of eight categories of conventional weapons, the ATT includes 

provisions that apply to the responsible use of drones. Specifically, the treaty text 

underscores the importance of attending to proper use and protecting against 

potential consequences that could arise from misuse of conventional arms.  

The ATT emphasizes human rights concerns, such as genocide, crimes against 

humanity, breaches of the Geneva Conventions, attacks against civilian objects, or 

other war crimes. Article 6.3 of the treaty prohibits a State Party from authorizing any 

transfer of weapons covered by the ATT (which can include drones) if the State Party 

has knowledge at the time of authorization that the weapons would be used in the 

conduct of such abuses.19  

The ATT also requires States Parties to assess the risk that arms may be used to commit 

or facilitate violations of international humanitarian law and international human 
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rights law or may be used to commit or facilitate acts constituting an offense under 

international conventions or protocols relating to terrorism or transnational organized 

crime. These provisions take important steps toward establishing responsible and 

appropriate standards for use of conventional arms. 
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Topic: Cyber Security 

 

  Timeline of the events: 

Several cases of hacking have occurred in various countries over the course of the last 

three decades. Significant international attacks and viruses, as well as significant UN 

actions regarding this topic have been brought up.  

1960s: First computers “hacked” by students in universities.  

1982: First three viruses that attack Apple computers, making computers crash or leak 

information  

1985: First virus that attacks PCs  

1995: Kevin Poulsen made sure that he would win the Porsche that KIIS FM was 

offering as he took control of the phone network and effectively blocked incoming 

calls to the radio station’s number 

1999: Teen hacks NASA and US Defense Department. At the same time, the Melissa 

virus spreads through the Internet 

2007: The US Secretary of Defense’s unclassified email account was hacked by 

unknown foreign intruders as part of a larger series of attacks to access and exploit 

the Pentagon's networks. 

In April 2007, Estonia witnessed what is thought to be the first cyber attack on an 

entire county, during which about 58 Estonian websites went offline, including 

websites of governments, banks and media outlets 

2008: A New Jersey teenager along with a gang of hackers launched a DoS attack that 

crippled the Church of Scientology website for several days. 

2009: U.S. and South Korean government, financial and media websites are attacked, 

apparently by North Korea. Attacks targeting Twitter and Facebook succeed in taking 

both sites offline for several hours. Gonzales also manages steal tens of millions of 

credit card and debit card numbers from over 250 financial institutions by hacking the 

payment card network of various companies. 

January 2010: A group named the "Iranian Cyber Army” disrupted the service of the 

popular Chinese search engine Baidu. Users were redirected to a page showing an 

Iranian political message. 

2012: The Russian firm Kaspersky discovered a worldwide cyber-attack dubbed “Red 

October,” that had been operating since at least 2007. Hackers gathered information 

through vulnerabilities in Microsoft’s Word and Excel programs 

June 2013: Edward Snowden leaks confidential NSA information 
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2014: In 2014, Yahoo witnessed one of the biggest cyber-attacks of the year when 500M 

accounts were compromised. However, it is reported that basic information and 

passwords were stolen, whereas bank information was not. 

2017: One of the biggest ransomwares of all time took place in 2017, when around 

200,000 computers were affected in more than 150 countries. This outbreak had a 

massive impact across several industries and had a global cost of about 6B pounds. 

2020: Hackers compromised over $118,000 worth of bitcoin in the infamous social 

engineering attack on Twitter. The cybersecurity incident exposed the vulnerability of 

the major global social media platform, and according to the Twitter Investigation 

Report, “it was surprising how easily the Hackers were able to penetrate Twitter’s 

network and gain access to internal tools allowing them to take over any Twitter user’s 

account.” 

2021: The Colonial Pipeline is the largest pipeline system for refined oil products in 

the U.S., controlling copious amounts of gasoline, jet fuel, and diesel along the East 

Coast. In more recent news, the pipeline went down due to a cyberattack that caused 

major shortages and price spikes across the United States, along with a ransom 

demand. 

 

Term dictionary: 

 

Worm: Malicious software that is similar to a virus but is able to activate itself without 

a user action. 

Antivirus software: A type of software designed to protect computers and other 

systems from being accessed by malware. 

Malware: software that is specifically designed to disrupt, damage, or gain 

unauthorized access to a computer system. 

Attack surface: Collectively, the points at which a hacker could try to gain 

unauthorized access to a piece of software or a computer system. 

Vulnerability: A weakness or flaw, either technological or human, that makes a 

system susceptible to a cyberattack. 

Firewall: A protection system for computers to prevent unauthorized access. 

Denial of Service Attack (DoS): Any type of attack where the hackers attempt to 

prevent legitimate users from accessing the service.  

General Data Protection Regulation (GDPR):  a regulation in EU law on data 

protection and privacy in the European Union (EU) and the European Economic Area 
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(EEA). The GDPR's primary aim is to enhance individuals' control and rights over 

their personal data and to simplify the regulatory environment for international 

business. 

Cybersecurity Programme: is an initiative by the United Nations Office of Counter-

Terrorism. The Cybersecurity programme aims to enhance capacities of Member 

States and private organizations in preventing cyber-attacks carried out by terrorist 

actors against critical infrastructure. 

Cybercrime: Hacking into servers with the intent to gain economic benefits. 

Cyber Warfare: Hacking into servers with the intent of acquiring political information 

International Multilateral Partnership Against Cyber Threats (IMPACT): a United 

Nations' (UN) specialized agency, which works with the goal of ensuring the safety of 

cyberspace for everyone. It is a key partner of the International Telecommunication 

Union (ITU) has agreed to collaborate with other organizations in order to materialize 

ITU’s Global Cybersecurity Agenda (GCA). 

. 

Countries of major involvement: 

USA 

Companies across the US are being increasingly targeted in cyber-attacks since 

November 2014. The quantity and quality of information leaked, stolen or destroyed 

is one of the major issues that companies and individuals have to cope with. The 

Ponenom Institute release its 2015 Cost of cyber-Crime, which analyses the cost of 

cyber-attacks for a variety of 58 US organizations. Based on that research, the US 

continues to rank the highest in its cost of cyber-crime at an annual average of $15.4 

million per company. The US has also developed specific programs to tackle the 

problem of cyber threats. Some of them are the following: 

• Department of Homeland Security (DHS) Enhanced Cyber security Services (ECS) 

Program, which is a voluntary information sharing program that assists U.S.-based 

public and private entities as they improve the protection of their computer systems 

from unauthorized access, exploitation, or data exfiltration 

• Department of Defense (DoD) Defense Industrial Base (DIB) Cyber security (CS) 

Program, which was initiated in 2007 and established as a permanent DoD program 

in 2013 so as to enhance and supplement DIB participants’ capabilities to safeguard 

DoD information that resides on, or transits, DIB unclassified networks or information 

systems. 
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• DHS Cyber Information Sharing and Collaboration Program (CISCP), which is a 

DHS's flagship program for public-private information sharing and complement 

ongoing DHS information sharing efforts. In CISCP, DHS and participating 

companies share information about cyber threats, incidents, and vulnerabilities. 

China 

Cyber-attacks in Chinese companies have increased in the past two years. The average 

number of cyber-attacks detected by companies in mainland China and Hong Kong 

grew 969 percent between 2014 and 2016. However, the average number of attacks fell 

by 3 % globally over the last two years, and 30 percent since 2015, in contrast to the 

rise in China. China's rapid adoption of new consumer and industrial technology for 

the 'Internet of Things (IoT)' era may be part of the reason. United Kingdom (UK) 

Britain is being hit by dozens of cyber-attacks a month, including attempts by Russian 

state-sponsored hackers to steal defense and foreign policy secrets. Attacks by Russian 

and Chinese state-sponsored hackers on defense and foreign policy servers are among 

those being investigated by the National Cyber Security Centre (NCSC). 

Russian Federation 

In the past few years, the Russian government has mounted more than a dozen 

significant cyber-attacks against foreign countries, to help or harm a specific political 

candidate and always to project Russian power. Starting in 2007, the Russians attacked 

former Soviet satellites like Estonia, Georgia, and Ukraine, and then branched out to 

Western nations like the U.S. and Germany. 

Germany 

Germany has been “cyber attacked” various times by Russia. The head of Germany's 

domestic intelligence agency has accused Russian rivals of gathering large amounts 

of political data in cyber-attacks. However, the Russian government has denied such 

allegations.  

Canada 

Canadian companies are facing an increasing number of cyber-attacks. Corporate 

espionage by state-sponsored hackers — including China — is a big problem for 

Canadian companies. That high increase in cyber-attacks can be attributed to Canada’s 

lack of trained cybersecurity professionals, since historically the country had not had 

the need to defend itself against other threats than its neighbors. However, Canadian 

government is currently moving in the right direction with a new legal requirement 

that firms disclose data breaches or any suspicious activity. 

Australia 
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Australian companies are also facing increasing cyber-attacks. Therefore, small 

companies are being urged to strengthen their cybersecurity measures. Recently, 

Australian businesses have likely been affected by the ransomware attack sweeping 

across Europe. So far, the ransomware has wormed its way into thousands of 

computer systems worldwide shutting users out unless they pay a specific amount of 

money. 

 

Background information 

In 2011, at least 2.3 billion people – equivalent to more than one third of the world’s 

total population – had access to the internet. Developed countries enjoy higher levels 

of internet access (70 per cent) than developing countries (24 per cent). However, the 

absolute number of internet users in developing countries already far outnumbers that 

in developed countries. Some 62 per cent of all internet users were in developing 

countries in 2011. 

In both developed and developing countries, more younger people are online than 

older people. Some 45 per cent of the world’s internet users are below the age of 25 

years – a demographic that also broadly corresponds with an age group often at 

special risk of criminal offending.  

In many countries, the explosion in global connectivity has come at a time of economic 

and demographic transformations, with rising income disparities, tightened private 

sector spending, and reduced financial liquidity. At the global level, law enforcement 

respondents to the study perceive increasing levels of cybercrime, as both individuals 

and organized criminal groups exploit new criminal opportunities, driven by profit 

and personal gain. 

Still, proper definitions of cybercrime mostly depend upon the purpose of using the 

term and are mostly related the confidentiality, integrity and availability of 

electronics, computer data or systems present at the core of cybercrime. Usually, the 

term is used to categorize criminal offences against the confidentiality, integrity and 

availability of computer data and cyber-electronic systems. Hence, cyber-dependent 

crime requires an information and communications technology infrastructure and is 

often typified as the creation, dissemination and deployment of malware, ransomware 

and attacks on critical national infrastructure. 

Brief historic background: 
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Cybercrime came to be known in our modern societies firstly through hacking, 

documented in the early 1970s when computerized phones were becoming a target . 

Tech-savvy people known as “phreakers” found a way around paying for long 

distance calls through a series of codes. They were the first hackers, learning how to 

exploit the system by modifying hardware and software to steal long distance phone 

time. This made people realize that computer systems were vulnerable to criminal 

activity and the more complex systems became, the more susceptible they were to 

cybercrime. 

This innovative type of crime was a difficult issue for law enforcement, due in part to 

lack of legislation to aid in criminal prosecution, and a shortage of investigators skilled 

in the technology that was being hacked. It was clear that computer systems were 

open to criminal activity, and as more complex communications became available to 

the consumer, more opportunities for cyber crime developed. 

As technology developed, so did new forms of cybercrimes. However, the first big-

scaled operation related to this new form of crime was registered only in 1990, where 

a large project named Operation Sundevil was exposed: FBI agents confiscated 42 

computers and over 20,000 floppy disks that were used by criminals for illegal credit 

card use and telephone services. This operation was costly and lasted for over two 

years, demonstrating for the first time to the public eye that this new form of crime 

posed indeed a threat. 

Nowadays crime and cybercrime have become an increasingly large problem in our 

society, even with the criminal justice system in place. Both in the public web space 

and dark web, cybercriminals are highly skilled and are not easy to find. 

Types of Cyber Attacks 

Malware It is a malicious code with the aim of stealing data or destroying something 

on the targeted computer. 

Phishing Phishing attacks include emails that are sent to the targeted user and ask 

them to click on a link and enter personal data. That link directs the users to a specific 

site that will steal the user’s information. Those kinds of attacks have got more and 

more complex and nowadays it is really difficult to distinguish a legitimate request 

for information from a false one. 
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Password Attacks A third party tries to gain access to a system by cracking the 

password. 

DoS Attack As mentioned before, a Denial of Service attack focuses on overloading a 

network, thus, making it unable to function. 

“Man in the Middle” (MITM) By impersonating the endpoints in an online 

information exchange, the MITM can obtain information from the end user and the 

entity he or she is communicating with. 

Drive-by Downloads A program is downloaded to a user’s system just by visiting the 

site. This takes place through malware. The downloaded program exploits 

vulnerabilities in the user’s operating system.  

Malvertising Malicious code is downloaded to a computer when the user clicks on 

an affected ad. 

Rogue Software It is a malware that masquerades as legitimate and necessary security 

software that will keep the computer system safe. 

Sources of Cyber Threats  

Bot-Network operators Bot-network operators are hackers. Instead of breaking into 

systems for the challenge or bragging rights, they take over multiple systems to 

coordinate further attacks and to distribute phishing schemes, spam, and malware 

attacks. The services of these networks are sometimes made available in underground 

markets. 

Criminal Groups Criminal Groups seek to attack computer systems by using spam, 

phishing, and spyware/malware to commit theft and online fraud for monetary gain. 

International corporate spies and organized crime groups also pose a great threat to 

the US government because of their ability to conduct industrial espionage and 

monetary theft by developing hacker-talent. 

Foreign Intelligence Services Foreign intelligence services use cyber tools as part of 

their information-gathering and espionage activities. Several nations are currently 

working on the development of specific warfare programs, which have a significant 

impact on by disrupting the supply, communications and economic infrastructures 

that support military power. That could pose a great threat to the daily lives of the 

civilians. 
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Hackers “Hackers break into networks for the thrill of the challenge or for bragging 

rights in the hacker community. While hacking once required a fair amount of skill or 

computer knowledge, hackers can now download attack scripts and protocols from 

the Internet and launch them against victim sites. Thus, while attack tools have 

become more sophisticated, they have also become easier to use. The worldwide 

population of hackers poses a relatively high threat of an isolated or brief disruption 

causing serious damage.” 

Insiders Insiders may not possess a great deal of knowledge about computer 

intrusions, since their knowledge of a specific targeted computer system allows them 

to gain unrestricted access, in order to cause damage or to steal data. The insider threat 

also consists of employees who accidentally introduce malware into systems. 

Phishers “Individuals, or small groups, who execute phishing schemes in an attempt 

to steal identities or information for monetary gain. Phishers may also use spam and 

spyware/malware to accomplish their objectives.” 

Spammers Individuals or organizations, who distribute e-mails with hidden or false 

information in order to sell products, conduct phishing schemes, distribute 

spyware/malware or attack organizations. 

Spyware/malware authors Individuals or organizations with the intent to carry out 

attacks against users by producing and distributing spyware and malware. Several 

computer viruses and worms have harmed files and hard drives. 

Terrorists They seek to destroy, incapacitate or exploit critical infrastructures so as to 

threaten national security and cause major damage to the economy and the morale of 

the society. 

The difference between cyber-crime and cyber terrorism 

When we talk about cybercrime and cyberterrorism, one of the underlying issues is 

the correct differentiation between the meanings of these terms. It is often a difficult 

task to make a distinction between computer network attacks performed by terrorists 

and cybercrimes done by hackers. 

Cyber terrorism cases have a similar goal to real life terrorism cases: death and injury 

to human being physical destruction or damage to property, through the means of the 
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Internet. As to the term cyber-crime, it generally includes an illicit activity on the 

Internet as a whole. 

Legislation: 

Just like any other type of criminal issue, the first step delegates must do is to look for 

legislation and analyze the current legal framework in order to have a better 

understanding of the whole problematics of cybercrime as legal measures play a major 

role in the prevention and combating this activity. 

The technological developments associated with cybercrime mean that while 

traditional laws can be applied to some extent, legislation must also grapple with new 

concepts and objects, such as intangible ‘computer data,’ not traditionally addressed 

by law and therefore legal measures are crucial to the prevention and combating of 

cybercrime, and are required in all areas, covering criminalization, procedural 

powers, jurisdiction, international cooperation, and internet service provider 

responsibility and liability. 

At the national level, existing cybercrime laws mostly focus on the criminalization of 

cyber-crime , indicating a predominant focus on establishing specialized offences for 

core cyber-crime acts. Countries increasingly recognize, however, the need for 

legislation in other areas. Compared to existing laws, new or planned cybercrime laws 

more frequently address investigative measures, jurisdiction, electronic evidence and 

international cooperation, as shown and explained bellow: 
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Criminalization • Most instruments contain an extensive list of offences. 

Others focus only on a limited thematic offence area, such as 

instruments focusing on child pornography and child 

protection 

• Acts against the confidentiality, integrity and availability of 

computer data or systems are most commonly criminalized, 

followed by computer-related fraud or forgery, and 

computer-related production, distribution or possession of 

child pornography 

• some instruments also criminalize a wide range of acts, 

including computer-related offences against public order, 

morality or security 

• Some instruments provide that conventional crimes 

committed by means of a computer system should be an 

aggravating circumstance 

Procedural powers • Search, seizure, orders for stored computer data and 

subscriber information, realtime collection of computer data, 
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and expedited preservation of computer data are the most 

common procedural powers  

• Trans-border access to computer data is envisaged by three 

instruments 

Electronic evidence • The few (mainly, non-binding) instruments that address 

electronic evidence cover areas including the general 

admissibility of electronic evidence, the burden of proving 

authenticity, the best evidence rule, the presumption of 

integrity, and preservation standards 

Jurisdiction • Nearly all instruments include the territorial principle and 

nationality principle (where dual criminality exists) as bases 

for jurisdiction  

• Other bases for jurisdiction, not found in all instruments, 

include acts directed against a computer system or data 

located within the territory and a state interests principle  

• Two instruments provide guidance on establishment of the 

place of a cybercrime offence 

International 

cooperation 

• Instruments tend to either address international 

cooperation extensively – providing mechanisms for mutual 

legal assistance and extradition – or to focus in a more limited 

way on general principles of cooperation  

• A number of instruments envisage the establishment of 

points of contact or 24/7 networks 

Service providers • The limited number of instruments that address the 

responsibility of service providers cover areas including 

monitoring obligations, voluntary supply of information, 

take-down notifications, and liability of access, caching, 

hosting and hyperlink providers 

However, in today’s globalized world, the law consists of a multitude of national, 

regional and international legal systems and interactions between these systems occur 

at multiple levels. As a result, provisions sometimes contradict each other, leading to 

collisions of law, or fail to overlap sufficiently, leaving jurisdictional gaps. 

Considering the transnational nature of cybercrime offenses, it can engage in multiple 
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jurisdictions and different laws and because of that measures must take this specificity 

into consideration. 

Globally, less than half of responding countries perceive their criminal and procedural 

law frameworks to be sufficient, although this masks large regional differences. Some 

divergences between national laws can be traced back to fundamental differences 

between legal families, however when it comes to cybercrime, the differences are more 

prevailing on social-cultural and constitutional aspects. 

The situation today 

The 2010s saw many high-profile breaches and attacks starting to impact the national 

security of countries and cost businesses millions.  

• 2012: Saudi hacker 0XOMAR publishes the details of more than 400,000 credit cards 

online 

 

• 2013: Former CIA employee for the US Government Edward Snowden copied and 

leaked classified information from the National Security Agency (NSA) 

 

• 2013-2014: Malicious hackers broke into Yahoo, compromising the accounts and 

personal information of its 3 billion users. Yahoo was subsequently fined $35 

million for failing to disclose the news 

• 2017: WannaCry ransom ware infects 230,000 computers in one day 

 

• 2019: Multiple DoS attacks forced New Zealand's stock market to temporarily 

shut down 

The increasing connectedness and the ongoing digitization of many aspects of life 

continued to offer cybercriminals new opportunities to exploit. Cybersecurity tailored 

specifically to the needs of businesses became more prominent and in 2011, Avast 

launched its first business product.  

As cybersecurity developed to tackle the expanding range of attack types, criminals 

responded with their own innovations: multi-vector attacks and social engineering. 

Attackers were becoming smarter and antivirus was forced to shift away from 

signature-based methods of detection to ‘next generation’ innovations. 

https://www.avast.com/c-wannacry
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Next-gen cybersecurity uses different approaches to increase detection of new and 

unprecedented threats, while also reducing the number of false positives. It typically 

involves: 

• Multi-factor authentication (MFA) 

• Network Behavioural Analysis (NBA) – identifying malicious files based on 

behavioral deviations or anomalies 

• Threat intelligence and update automation  

• Real-time protection – also referred to as on-access scanning, background guard, 

resident shield and auto-protect 

• Sandboxing – creating an isolated test environment where you can execute a 

suspicious file or URL 

• Forensics – replaying attacks to help security teams better mitigate future breaches 

• Back-up and mirroring  

• Web application firewalls (WAF) – protecting against cross-site forgery, cross-site-

scripting (XSS), file inclusion, and SQL injection. 

Previous attempts to resolve the issue: 

 

FBI Cyber Division: 

 

“The Cyber Division addresses cyber threats in a coordinated manner, allowing the 

FBI to stay technologically one step ahead of the cyber adversaries threatening the 

United States. The Cyber Division addresses all violations with a cyber nexus, which 

often have international facets and national economic implications.  

The Cyber Division also simultaneously supports FBI priorities across program lines, 

assisting counterterrorism, counterintelligence, and other criminal investigations 

when aggressive technological investigative assistance is required. The Cyber 

Division will ensure that agents with specialized technology skills are focused on 

cyber related matters.” 

 

Code of Conduct Draft updated: 

 

Six Shanghai Cooperation Organization (SCO) nations (China, Kazakhstan, 

Kyrgyzstan, Russia, Tajikistan, and Uzbekistan) presented a modified version of the 

https://www.avg.com/en/signal/what-is-two-factor-authentication
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International Code of Conduct for Information Security to the United Nations on 

January 9, 2015. 

The document was sent to UN Secretary-General Ban Ki-moon with the request that 

it be circulated as a formal document at the UN General Assembly's 69th session. 

China, Russia, Tajikistan, and Uzbekistan submitted a prior draft of the Code of 

Conduct to the UN in September 2011, but it was not adopted because it advocated 

too much censorship. 

 

Cyber security hotline between the US and Russia: 

 

The US and Russia agreed to collaborate on a variety of security matters during 

meetings at the G-8 Summit in Northern Ireland, including strengthening 

communications concerning cyber threat data and cyber weaponry. 

The agreement focuses on boosting transparency between the two countries and 

lowering the possibility of bilateral instability or catastrophe. 

Both governments agreed to work together to develop a mechanism for sharing 

information on hacking events and other cyber-attacks in order to better protect 

important information systems, according to the leaders. 

 

The Budapest Convention on Cybercrime: 

It remains the most relevant international agreement on cybercrime and electronic 

evidence. Membership keeps growing, while both the quality of implementation and 

the level of cooperation between Parties keep improving. It provides States with: 

• the criminalization of a list of attacks against and by means of computers; 

• procedural law tools to make the investigation of cybercrime and the securing of 

electronic evidence in relation to any crime more effective and subject to rule of law 

safeguards; 

• International police and judicial cooperation on cybercrime and e-evidence. 

 

However, this Convention is not signed by all states and, therefore, is not applicable 

on a worldwide scale. 

 

“Cyber Shokwave”: 

On February 16, 2010, a group of national security officials took part in Cyber 

ShockWave, a simulated cyber-attack on the United States. 
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This simulation gave an unusual glimpse into how the government would respond in 

the event of a large-scale cyber-attack. 

Unfortunately, the simulation revealed that the United States is unprepared and has 

not proper policies to deal with possible cyber threats. 

 

The problem oversmplified: 

 

While technology has led to significant advances in these areas, particularly through 

the use of Internet, it also has exposed organizations and individuals to a host of new 

risks resulting from attacks through digital interface. 

Denial-of-service (DoS) attacks on networks, data breaches on business and personal 

devices, and viruses that destroy computer systems are just a few examples. 

Theft of corporate secrets, sabotage of systems to compromise services and systems 

integrity, and the copying of customer data to sell their identities on the dark web (to 

facilitate other crimes) are all examples of the types of acts that can harm an enterprise 

that relies on digital technologies to conduct business and is often the custodian of 

people's data and metadata about people. 

 Generally, cyber-harm varies and could lead to undesirable events. As a result the 

DISEC acknowledges its duty to address the issue with the view to ensure the 

effectiveness of cyber security.  

 

Possible solutions: 

 

Your proposals could be based on the following ideas: 

 

• Is the establishment of global cooperation needed? 

• Would the creation of an international legal framework help? 

• Is cyber security clear as a term for all states? 

• What about raising awareness? 

• What about the contribution of NGOs and UN bodies? 

• Is research and specific training required? 

• Should cyber security measures be improved? 

• Should countries that remain outside of conventions get persuaded to 

communicate and cooperate with the others? 

• What is the roll of specialized agencies? 

 

Treaties on the matter: 
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The following resolutions have been approved by the General Assembly. 

• A/RES/53/70, Developments in the field of information and telecommunications in 

the context of international security 

This resolution was introduced in the General Assembly 1st Committee by the Russian 

Federation. It was adopted without a vote. It generally calls upon all states to realize 

the potential cyber threats, to collaborate with each other, as well as be willing to 

inform the Secretary General of their views of on the topic of information security. 

• A/RES/55/63, Combating the criminal misuse of information technologies 

This resolution tries to enforce already existing efforts of bodies relate to the topics as 

well as decides to be actively seized upon the matter of the misuses of information 

technologies. 

• A/RES/56/121, Combating the criminal misuse of information technologies 

This resolution takes into account and enforces the efforts of the Commission of 

Crime Prevention and Criminal Justice. 

• A/RES/57/239, Creation of a global culture of cybersecurity 

This resolution invites all member states to collaborate in order to develop a culture 

of cybersecurity, while bearing in mind the elements for creating such a culture. The 

specific elements are awareness, responsibility, response, ethics, democracy, risk 

assessment, security design and implementation, security management and 

reassessment. 

• A/RES/58/199, Creation of a global culture of cybersecurity and the protection of 

critical information infrastructures 

This resolution is actually a development of the previous one and, therefore, invites  

member states and Non-Governmental Organizations (NGOs) to cooperate and take 

action. 

• A/RES/64/211, Creation of a global culture of cybersecurity and taking stock of 

national efforts to protect critical information infrastructures, 17 March 2010. 

This resolution is similar to the previous ones; however the self-assessment tool is 

enforced. 

• A/RES/70/237, Developments in the field of information and telecommunications in 

the context of international security, 30 December 2015. 

This resolution calls upon member states to take into consideration relevant reports 
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submitted by the General Assembly. 

Additionally, since 2010, states like Germany, UK, the Netherlands, Sweden, Spain 

and Australia have submitted annual reports, which have been approved by the UN 

Secretary General, with their views on the issue of “Developments in the field of 

information and telecommunications in the context of international security.” Such 

reports are: 

• A/65/154, 20 July 2010 

• A/70/172, 22 July 2015 

• A/71/172, 19 July 2016 

 

Chairs’ message to the delegates: 

 

 Delegates, 

 The growth of outer space weaponry, the use of unmanned aerial vehicles as well as 

cyber security surely are crucial matters of our day and age. However they are likely 

to affect the next generations and grow further in the next decades. Bearing these in 

mind, it is a dead serious topic that deserves its position in this year’s DISEC agenda. 

We believe that they should be effectively tackled by our committee. As a result, we 

urge each delegate to participate in the debate, propose ideas and cooperate with 

others, in order for the whole procedure to be fruitful. The chairs will make sure that 

all ideas will be equally expressed and that the goals of the committee will be achieved. 

 

Looking forward to meeting you all. 

 

The DISEC chairs 


